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Tema na auceprauuounus Ttpya: YIIPABJEHUE HA HHOOPMALHUMOHHATA
CUT'YPHOCT U KOH®OUJIEHUUAJIHOCTTA B 3IPABHUTE 3ABEJIEHUS1

L. O061mo npeacraBsine HA AUCEPTALHOHHHSA TPYA:

[IpencraBenara 3a peueHsusi paspaboTka € B 00eM oT 175 cTpaHuuu u ce
CbCTOM OT BbBEAEHWE, TPU [JIaBU, 3aKJIIOYEHHE, CIHUCBK Ha W3IMOJI3BAHUTE
CbKpallleHus1, ¥ npunoxeHus. M3noxenuero e ot 161 cTpanuuy 0CHOBEH TEKCT U
B Hero ca npeacrtaBeHd 14 Tabnuuu u 23 ¢urypu. Llutupanarta nureparypa
BKtouBa 161 uzrounuka — 33 Obarapcku 1 128 yyxaecTpaHHH.

Obexkmvm B nucepTalloHHaTa paboTta ca HHGOPMAaLlMOHHUTE CUCTEMH HA
3JpaBHUTE 3aBe/leHUs B bbarapus,

a npedmemvm e HHOPMaUMOHHATA CUIYPHOCT Ha 3paBHUTE 3aBe/IEHUs B
boiarapus.

Ocnosnama me3a B pa3paboTkaTa €, Ye 3aMjaxuTe ¥ U3HCKBAHHUATA KbM

MHpopMaUMOHHATA CULYPHOCT B 3JIpaBHHTE 3aBEJ€HHs, TMOCTOSIHHO C€



yBeJIMUaBaT, KOETO M3UCKBA MEpPKM 3a MNOJAbpKaHE Ha BUCOKO HHUBO Ha
CUTYPHOCT Y 3allIUTa Ha JAaHHUTE U NIPEeOCTaBSIHUTE YCIIYTH U 3a OCUT'ypsiBaHE Ha
HENPEeKbCBAEMOCT Ha MPOTUYALLMUTE B TAX MPOLECH..

Cuntam, 4ye Ta3u QOpPMYJHpPOBKM Ca MPaBHJIHH U CHOTBETCTBAT Ha
[IOCTaBEHUTE B MOCJEACTBUE LieNM U 3aaaud. [IpaBUiHO ca MOCTaBeHU U BaXKHU
OrPaHUYUTENHHU YCIOBUS, ONpeaesALM TOYHO 00XBaTa Ha HAYYHOTO U3C/eBaHe.

Karo usano paspaboTkata € odobpe cmpykmypupana. W3nonssaH e
TPaAULMOHHUSA MOAXOJA — M'bPBO Ca pa3MiielaHUu meopemudHume- acneKmu Ha
npobaeMu 3a HHGOpMaLMOHHATA CUTYPHOCT B 37ipaBHUTE 3aBeaeHus . Cnen ToBa
€ U3BbPIUCH YAI0CMEH AHAIU3 HAa TIPAaBHO-OpPraHU3allMOHHUTE, TEXHOJTOTMUYHHUTE
M UKOHOMHUYECKUTE acleKkTH Ha HUHOpMALMOHHATA CUTYPHOCT B 3JpaBHUTE
3aBefeHUsi. Ha kpas e pa3rienaHo cbCTOSIHUETO Ha MH(OpMalUMOHHATa
CUTYPHOCT B 3/IpaBHUTE 3aBeJICHUS U € TNpeJCTaBeH MOoJieN 3a UH(OpMaLMOHHA
curypHocT Ha MBAJL.

KbM Bcsika eHa OT rJaBUTE UMa (QopmyaupaHu uzeoou u obobujerus,

KOHUTO Ca JIOTMYCCKH CBbP3daHH KAKTO ITOMEXKAY CH, TAKa U C U3JJUIrHATATa TC3a.

II. Tpeuenka na popmara H CbABPKAHUETO HA AHCEPTALHOHHHA TPYA
1. Ilpeyenxka na axmyarnocmma u pazpabomeHocmma HA U3CAE08AHUS

HayueH npobaem

¢

M3cnenBaHeTo pasriexjia BbIPOCH, KOUTO ca OCOOEHO akmyainu u
saxcnu. ToBa ce npenonpenens ot ¢akra, ye ce 3acsira MHOro 4yBCTBUTEJHA
maTepHus. [loBOAMrHATUTE BBIIPOCH CBbpP3aHU C MepcoHanHaTa MHpopmauus 3a
XopaTa, € TEXHHUA 3JApaBeH CTaTyCc M JApYrM 3HAQYUMMHU 3a TAX JAaHHH,
NpeaonpeAeNsaT U3KIOUUTENIHATa BaKHOCT HAa CUCTEMMUTE 3a MH(POpPMaLHOHHA
CUI'YPHOCT B HUHGOpPMAaLMOHHUTE CUCTEMM Ha 3JApaBHUTe 3aBedecHus. [pyr
M3KIJIIOYUTETHO BaXKEH acleKT €, Ue B CEKTopa Ha 3/ipaBeorna3BaHe HHpopMauusaTa
3a 3[JpaBOCJIOBHOTO CbCTOSIHUE HA MaUMEeHTa ce€ reHepHUpa U U3Moa3Ba JUPEKTHO

OT crneuuanu3svpaHa MEAMUMHCKA TEXHHUKaA U 060pyIlBaH€, a B IMOCICACTBHUE CC



CMOJEJSI B MHOXXECTBO UHTErpUpaHi MH(GOPMALMOHHU CUCTEMHU. [loNMbIHUTENHO
BHUMAaHHe 3acjy>aBa U TOBA, 4Ye B 3/ipaBeoNa3BaHeTO UMa OT HAKOU crieuuUIHU
pUCKOBETE, MPOU3THYALLHU OT 0CODEHOCTUTE Ha cekTopa. TakuBa ca: cbOupaHe u
oOpaboTBaHe Ha HSKOJIKO TUna HHQopMauus (34paBHA, MeAULMHCKA,
MKOHOMMYECKA), pa3lMYHOTO HUBO 3a OCUI'ypsBaHE HA 3allMTa B 3JpPaBHUTE
3aBeJICHUs, pa3HOPOJHU CUCTEMHU, U3MOJI3BaHE HAa 00JIauyHU YCIyTrd, HaTMYUE Ha
He3aLUMTEHU MPEXHU, U3MOI3BAHE HA HE KPUMTUPAHU AJITOPUTMH U JIp.

B nucepranumonHarta paboTa ca mpeacTaBeHM BHXKAAHMATA Ha peauua
YyUEHU MO OCHOBHMUTE TEOPETUUHU MOCTAHOBKU M € CMOJEJEeH MOJIOKUTETHUS
OMUT Ha pa3lM4YHU CTPaHH, CBBbP3aHUM C BBIPOCUTE HA HH(OPMALUOHHA
CUTYPHOCT B 3[JpaBHUTE 3aBEJICHUS.

B xoma Ha wu3cinenBaHeTo aBTOPBLT 0O0OCHOBaBa HEOOXOAUMOCTTA OT
apxXUTeKTypa 3a HH(pOpMAalLMOHHA CUTYpPHOCT Ha 3/paBHO 3aBeleHHE, KaTo
orpeeisi OCHOBHH i KOMIIOHEHTH U MOAXOAUTE 32 HEHHOTO U3rpaXKaaHe.

[lonoxuTenHO MOXe Jda ce OLEHH pa3KpuBaHETO Ha creuupuyHuTe
0co0eHOCTH Ha UH(OPMAUMOHHA CUTYPHOCT Ha 3/IpaBHO 3aBeJieHUE Ha 0a3aTa Ha
M3CJieIBAHUTE MPAaBHO-OPraHU3alMOHHUTE, TEXHOJIOTMUHUTE U HKOHOMUYECKUTE
acrneKTH Ha MHPOpMalIMOHHATA CUTYPHOCT B 3/IpaBHUTE 3aBe/I€HUS

Karo nonoxuteneH pe3yaraT B pa3paboTkata Moxe Ja ce I[OCOYM
aHaJIM3UpaHd ca TEXHOJOTMMUTE 3a OCbIUECTBSBaHE HA 3alldTa Ha
MH(pOpMalMOHHATA CUCTEMA Ha 3/lpaBHATE 3aBeJCHUS

C npakTuyecka CTOWHOCT € pa3paboTeHus KOHLENTyajleH MoJesl 3a

uHpopmalroHHa curypHoct Ha MBAJL, cboOpa3zeH ¢ ObJarapckuTe ycloBHUs.
2. E3uk, obem u uHcmpymeHmapuym Ha OucepmayuoHHUus mpyo

U3noxeHuero e B HeoOXOOMMHUS HaydeH CTUJ. BbBeneHUTe TepMUHHU ca
[IpSIKO CBbpP3aHM C aHalM3MpaHaTa npodiemaTHka. 3a OCHLUIECTBABAHETO HA

U3CJICABAHETO € U3IO0JI3BAH NOAXOAs1 KOMIUJIEKC OT MOoAXO0OAHU U METOU.



HanpaBeHOTO eMIUPUUYHO MpoyuBaHe € npedcmasumento. V3Bankara e
npasunno onpedenerna. O6XBaHaTU ca AocTarbueH Opoi obekTu (MBAJI), kouto
NaBaT Bb3MOXHOCT 3a HaOuWpaHeTO Ha HeoOxoaumus o0eMm WHdopMalus M0
u3cie/IBaHaTa npodjaeMaTukKa.

ABTopedeparbT € B 06eM OT 36 CTpaHULM U OTpa3siBa OCHOBHUTE MOMEHTH
OT JMCepTalusaTa U MOCTUTHATUTE M3CIeAOoBaTeNickd pe3yiaratd. KbM Hero ca
npunoxxeHu oue: CrnpaBka 3a OCHOBHUTEe HayyHM NpuHOcH U CrHUCHK Ha
nyOJiHUKalMUTe, CBbP3aHHU C JUCEPTALIMOHHHUS TPYI.

N3noxeHUeTo € B Hy)XKHUSI 00€M, KaTo ca MpeJIOKEHU JOCTaTbUHO KaTo
KOJIMYECTBO MJIIOCTPAaTUBEH Marepuan — cxeMu, rpaduku, Tabiuud W ap.,

CIOJYYJIMBO MOAKPENLIH CbAbPXKAHUETO HA AUCEepTaLUATA.
I1l. Hayuynu u HAYYHO-NPHJIOKHH NPHHOCH HA IHCEPTALHOHHHS TPYA

3.1 Hayunu nocmuscenus

l. AHanu3dpaHM ca W ca M3BeJeHH IMpodiieMUTe Ha
MH(}OpMalLIMOHHATA CUTYPHOCT B 3/IpaBHUTE 3aBeICHUSI.
2. AHanu3MpaHU ca TEXHOJOTMUTE 32 OChUIECTBSABAHE HA 3aLLMTa
Ha WH(OpMallMOHHATA CUCTEMA Ha 3/ipaBHUTE 3aBEACHHUS

3.2. Hayuno-npunostcnu nocmusicenusi:
l. AHaJIM3UpPaHO TEKYLIOTO CbCTOSIHUE Ha MH(OpMalMOHHATa
curypHoct Ha MBAJI B bbiirapust u ca ouepTaHyu NEpCreKTUBUTE 3a
HeHHOTO noaoOpsiBaHe
2. Pa3paGoTeH e KoHlUenTyajgeH Mojaesl 3a HH(PpOpMalUHOHHA

curypHocT Ha MBAJI, cboOpa3eH ¢ Obiarapckute yCaoBHS.

IV. bBeJie)kkyu 1 nNpenopbKH N0 AHCEPTAUHOHHHUS TPYA

HanpaBeHute OeneXxXkd no IMCEPTALMOHHMS TPyA €a OTPAa3eHH B XO0Ja Ha

00CHXIaHUsATA Ha KaTeApCHUTE 3aC€AaHus.



KbM JOKTOpaHTa MOXE Jda Cc€ OTIpaBU TIpe€nopbKata Jda THNpOABIIKH

U3CJIE€BaHUSITA CH B pa3riiexaaHaTta o0J1acT U CBbP3aHUTE C Hesl MPoOJIeMH.

Bbnpocn:

Kou ca ocHoBHUTE npoOnemMH, CBbp3aHH ¢ MH(POPMALMOHHATA CUTYPHOCT,
KOMTO C€ peluaBaT B MOMEHTa?

KakBu ca ouakBaHuTe npoOjeMu NpU BHEAPSIBAHETO M HW3MOJ3BAHETO HA

JIMYHUTEC 34paBHHU Kaan‘?

V. 0O000611eHa oueHKA HA AHCEPTANHOHHHS TPY

[IpenctaBeHUsAT AUCEPTALMOHHUAT Tpyd Ha Bnagucna BacuneB uma
CTpYKTypaTa U obeMa, HeoOXOJHMMH 3a MOoJ00EH BUA HayyHO u3cieaBaHe. Toi
CbAbPKA HEOOXOJUMUTE HAYYHH U HAYUHO-NPUIIONKHU MPUHOCH U OTroBaps Ha
BCUYKHU U3UCKBAHUSA U KPUTEPHUHU 3a NPUCHXKAAHE Ha oOpa3zoBaTesHaTa U Hay4yHa
cTeneH ,JokTop”. BCUYKko ToBa MM JaBa OCHOBaHUE Ja MpeajoXxa Ha
noudtaemoro HayuyHo Xypu na npucbau obOpa3oBaresHaTa U HayuyHa CTeNeH
«IOKTOp» Mo cneunanHocT «[lpunoxeHue Ha H3UUCIMTENHATa TEXHUKA B

MKOHOMHKATa» Ha NOKTOpaHT Biaaucnas Bacunes.

rp.CBHUILOB, [lopnuc: .

08.06.2021 r. [Ipod. n-p Kpacumup Hlummanos
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Dissertation topic: INFORMATION SECURITY AND CONFIDENTIALITY
MANAGEMENT IN HEALTHCARE INSTITUTIONS

I. General Presentation of the Dissertation:

The paper submitted for review has a volume of 175 pages and consists of an
introduction, three chapters, a conclusion, a list of abbreviations and appendices
used. The plan has a main text of 161 countries and presents 14 tables and 23 figures.
Cited references include 161 sources - 33 Bulgarian and 128 foreign ones.

The object of the dissertation is the information systems of health care
institutions in Bulgaria,

and the subject is the information security of health care institutions in
Bulgaria.

The main thesis in the development is that the threats and requirements to
information security in health care facilities are constantly increasing, which requires
measures to maintain a high level of security and protection of data and services and

to ensure continuity of ongoing processes.



I considered that these formulations are correct and correspond to the related
goals and objectives. Important restrictive conditions have also been set correctly,
defining precisely the scope of scientific research.

Overall, the development is well structured. The traditional approach is used
- first the theoretical aspects of problems for information security in healthcare
facilities are considered. Then a comprehensive analysis of the legal-organizational,
technological and economic aspects of information security in health-care facilities
is conducted. At the end, the state of information security in healthcare institutions
is considered and a model for information security of MHAT is presented.

For each of the chapters there are formulated conclusions and summaries,

which are logically connected both to each other and to the raised thesis.
I1. Assessment of the Form and Contents of the Dissertation

. Assessment of the topicality and development of the researched scientific

problem

The study addresses issues that are particularly relevant and important. This is
determined by the sensitivity of the subject matter. The issues considered relate to
personal information about people, their health status and other relevant data, which
determines the crucial importance of information security systems in the organization
of information systems of health facilities. Another extremely important aspect is
that in the healthcare sector, information about patients’ health condition is generated
and used directly by specialized medical machinery and equipment, and
subsequently shared in many integrated information systems. It is also worth noting
that in healthcare, there are some specific risks arising from the nature of the sector.
These are: collecting and processing several types of information (health, medical,

economic), the different level of protection in healthcare facilities, heterogeneous



systems, use of cloud services, the presence of unsecured networks, use of
unencrypted algorithms, etc.

The dissertation presents the views of a number of scientists on the main
theoretical formulations and the positive experience of different countries related to
the issues of information security in health care institutions.

In the course of the research the author substantiates the need for architecture for
information security of a health institution, defining its main components and the
approaches for its construction.

The disclosure of the specific features of information security of a health
institution can be positively assessed on the basis of the studied legal-organizational,

technological and economic aspects of the information security in health institutions.

A positive result in the development of the thesis is the analysis of technologies for
protecting the information system of health-care institutions.
The conceptual model for information security of the MHAT, in accordance with

the Bulgarian conditions, has been developed with practical value.
2. Language, size and tools of the dissertation

The plan is in compliance with the requirements of the scientific style. Introduced
terms are directly related to analyzed issues. A set of appropriate approaches and
methods is used to conduct the study.

The empirical study is representative. The sample is correctly defined. A
sufficient number of sites (MHAT) are covered, which allows for the collection of
the required amount of information on the researched issues.

The abstract is 36 pages long and covers the main points of the dissertation and
achieved research results. Attachments include a List of references about major

scientific contributions and a List of publications related to the dissertation.



The presentation is in the required size and offers a sufficient amount of
illustrative materials - diagrams, graphs, tables, etc., to support the contents of the

dissertation.

I11. Scientific and Scientific-applied Contributions of the Dissertation
3.1. Scientific achievements

1. The problems of the information security in the health establishments are

identified and analyzed.

2. The technologies for ensuring the protection of information system of the

health establishments are analyzed.
3.2. Scientific and applied achievements:

1. The current state of the information security of the MHAT in Bulgaria is

analyzed and the prospects for its improvement are outlined.

2. A conceptual model for information security of MHAT is developed, in

accordance with Bulgarian conditions.
IV. Notes and Recommendations on the Dissertation

The notes made on the dissertation are reflected in the course of discussions held at

department meetings.

The PhD student may be recommended to continue his research in the field to further

elaborate on related problems.



Questions:

What are the major problems related to information security that are currently
being addressed?
What are the predicted problems in the implementation and use of personal

health cards?
V. Summary Assessment of the Dissertation

The dissertation paper presented by Vladislav Vassilev has the structure and
volume required for this type of research.

The presented dissertation work has the attributes of independent research on
a topical issue for both theory and practice. It makes the necessary scientific and
scientific-applied contributions and meets all the requirements and criteria for
awarding the educational and scientific degree "Doctor". On these grounds, I
propose to the esteemed Scientific Jury to award the educational and scientific degree
"Doctor" in the specialty "Application of Computer Science in Economics" to PhD

student Vladislav Vassilev.

Svishtov Signature: .

08.06.2021 Prof. Krasimir Shishmanov, PhD



